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A B S T R A C T 

Digital technologies have evolved from auxiliary tools into core drivers of global economic and industrial 
restructuring. However, a persistent gap remains between the precision of algorithmic innovation in 
controlled environments and the readiness of these technologies for deployment in complex, heterogeneous 
industrial settings. This review examines the full chain from digital theory through engineering deployment 
to industrial innovation, adopting a deployment-centric lens that distinguishes it from algorithm-focused 
surveys. We introduce the DEPLOY framework, a four-dimensional evaluation space comprising 
Deployment Maturity, Engineering Feasibility, Ecosystem Readiness, and Scenario Adaptability, and apply 
it across five thematic clusters: digital infrastructure architecture, intelligent algorithm deployment, digital 
twin engineering, network security and trusted deployment, and industrial transformation scenarios. The 
review draws on a systematic literature analysis spanning 2018–2026, covering cloud-edge-end 
collaborative architectures, model compression and edge intelligence, digital twin fidelity and 
interoperability trade-offs, zero-trust and federated learning security paradigms, and cross-sector 
deployment patterns in manufacturing, cities, energy, and education. Our synthesis reveals that the most 
critical deployment bottlenecks are not at the technology layer but at the systemic and ecosystem layers, 
where interoperability failures, standards fragmentation, and incentive misalignment create barriers that 
purely technical solutions cannot address. We propose the Scenario-Driven Innovation (SDI) conceptual 
framework, which formalizes a closed-loop paradigm in which deployment feedback, rather than 
algorithmic novelty, drives theoretical advancement. Five concrete research directions are outlined to 
bridge the identified deployment gaps. 
 

1. Introduction 
The global digital transformation of industry has entered a decisive phase. 
Between 2010 and 2026, digital technologies have shifted from being 
auxiliary support tools to becoming the foundational infrastructure of 
economic competitiveness, a transition accelerated by the COVID-19 
pandemic and the maturation of cloud computing, artificial intelligence, 
and the Internet of Things (IoT). Scholarly consensus now holds that digital 
transformation is not merely a technological upgrade but a 
multidimensional process involving digitization, digitalization, and full 
organizational transformation (Verhoef et al., 2021). Firms that 
successfully navigate this process develop dynamic capabilities, sensing, 
seizing, and transforming, that enable continuous strategic renewal(Warner 
& Wäger, 2019). Yet the empirical record is uneven: while some industrial 

players have achieved measurable productivity gains, others struggle with 
fragmented deployments, legacy system integration, and a shortage of 
digital skills (Danuso et al., 2022). 
 
The academic literature on digital transformation has grown rapidly, but a 
critical gap persists. The majority of existing surveys concentrate on 
algorithmic innovation, deep neural network architectures, reinforcement 
learning methods, or optimization heuristics, evaluated under controlled 
benchmark conditions. Far fewer studies examine the engineering realities 
of deploying these algorithms in industrial environments characterized by 
heterogeneous hardware, intermittent connectivity, noisy sensor data, 
stringent latency requirements, and multi-stakeholder governance. This 
disconnect between algorithmic precision and deployment readiness is what 
we term the deployment gap. It manifests in three forms: a technical gap 
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(algorithms optimized for accuracy rather than robustness or resource 
efficiency), a systemic gap (lack of cross-vendor interoperability and 
standardized interfaces), and an ecosystem gap (organizational inertia, 
workforce skills shortages, and misaligned incentives across the value 
chain). 
 
Prior surveys have addressed components of this challenge. Verhoef et al. 
(Verhoef et al., 2021) provided a multidisciplinary reflection on digital 
transformation but focused on organizational rather than engineering 
dimensions. Warner and Wäger (Warner & Wäger, 2019) identified micro 
foundations of dynamic capabilities without addressing the technical 
deployment architectures that enable them. Ren et al. (Ren et al., 2023) 
surveyed collaborative deep neural network inference for edge intelligence, 
and Silvano et al. (Silvano et al., 2025) reviewed hardware accelerators for 
high-performance computing, but neither connected these technical 
advances to the broader industrial transformation ecosystem. Bibliometric 
analyses of advanced manufacturing (Lee et al., 2021) and empirical studies 
of firm performance (Wang et al., 2022) have quantified the impact of 
digitalization but have not systematically mapped the deployment 
architectures that mediate between technology investment and performance 
outcomes. 
 
This review addresses the deployment gap by asking three research 
questions: 
1. RQ1: What are the primary engineering and organizational bottlenecks 
that prevent digital technologies from transitioning from laboratory 
validation to industrial-scale deployment? 
2. RQ2: What mainstream deployment architectures, frameworks, and 
strategies have emerged to address these bottlenecks, and how do they 
compare in terms of maturity and adaptability? 
3. RQ3: How can deployment feedback be formalized into a closed-loop 
innovation paradigm that continuously aligns theoretical advances with 
industrial requirements? 
 
To answer these questions, we introduce the DEPLOY framework, a four-
dimensional evaluation space that structures the entire review. The four 
dimensions are: (1) Deployment Maturity, the degree to which a technology 
has been validated in production environments rather than laboratory 
settings; (2) Engineering Feasibility, the technical readiness of the 
technology for integration with existing industrial infrastructure, including 
hardware compatibility, latency performance, and resource efficiency; (3) 
Ecosystem Readiness, the availability of supporting standards, toolchains, 
skilled workforce, and regulatory frameworks; and (4) Scenario 
Adaptability, the capacity of the technology to generalize across different 
industrial contexts (manufacturing, energy, cities, education) without 
extensive re-engineering.  
 
The DEPLOY framework is applied consistently across all thematic 
clusters, providing a unified baseline for cross-technology comparison. 
Figure 1 illustrates the four-dimensional structure and the interactions 
among the dimensions. The historical evolution of the technologies 
surveyed in this review is contextualized in Figure 2, which maps key 
milestones from 2010 to 2026. 
 
 
 

Figure 1: The DEPLOY framework: four-dimensional evaluation space 
for digital technology deployment readiness. 

 

Figure 2: Timeline of key milestones in digital transformation technology 
evolution (2010–2026). 

The remainder of this review is organized as follows. Section 2 describes 
the systematic literature review methodology. Section 3 examines the 
evolution of digital infrastructure from cloud-centric to edge-native 
architectures. Section 4 analyzes intelligent algorithm deployment, 
including model compression, collaborative inference, and deployment-
driven iteration. Section 5 evaluates digital twin engineering applications 
and the fidelity-interoperability trade-off. Section 6 maps the industrial 
security landscape and trusted deployment paradigms. Section 7 examines 
four industrial transformation scenarios. Section 8 synthesizes the 
deployment gaps into a three-level framework and proposes the SDI 
conceptual model. Section 9 concludes with a response to the research 
questions and a forward-looking agenda. 

2. Methodology 
This review follows a systematic literature review methodology adapted 
from established guidelines for engineering and information systems 
research. The review protocol was designed to ensure replicable coverage 
of the digital deployment literature while maintaining the flexibility 
required for a cross-disciplinary topic spanning computer science, 
industrial engineering, and management studies. 

2.1. Search Strategy and Database Selection 

The literature search was conducted across six major academic databases: 
IEEE Xplore, Web of Science, Scopus, ScienceDirect, Springer Link, and 
the ACM Digital Library. These databases were selected to provide 
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comprehensive coverage of both the engineering and management 
dimensions of digital deployment. The search combined three groups of 
keywords: (a) technology-domain terms (”edge computing,’’ ”cloud-edge 
collaboration,’’ ”digital twin,’’ ”model compression,’’ ”federated 
learning,’’ ”zero-trust architecture,’’ ”industrial IoT’’), (b) deployment-
context terms (”industrial deployment,’’ ”engineering implementation,’’ 
”production environment,’’ ”field validation’’), and (c) outcome terms 
(”digital transformation,’’ ”Industry 4.0,’’ ”smart manufacturing,’’ 
”operational efficiency’’). Boolean operators were used to combine terms 
within and across groups, and database-specific filters were applied to 
restrict results to peer-reviewed journal articles, conference proceedings, 
and high-quality preprints published between January 2018 and June 2026. 

2.2. Inclusion and Exclusion Criteria 

Studies were included if they met all of the following criteria: (i) published 
in English in a peer-reviewed venue; (ii) addressed at least one of the five 
thematic clusters (infrastructure architecture, algorithm deployment, digital 
twin, security, or industrial scenarios); (iii) contained evidence of 
deployment, implementation, or engineering validation beyond pure 
simulation; and (iv) provided sufficient methodological detail for 
reproducibility. Studies were excluded if they focused exclusively on 
theoretical algorithm design without any deployment consideration, 
addressed consumer rather than industrial applications, or were published 
only as abstracts or editorials. 

2.3. Screening Process and Bibliometric Overview 

The initial database search retrieved a combined corpus of candidate 
papers. After removing duplicates, title and abstract screening eliminated 
studies that were clearly outside the scope. Full-text screening of the 
remaining papers was conducted against the inclusion criteria. The final 
corpus for this review reflects a distribution across the five thematic 
clusters, with infrastructure and algorithm deployment themes representing 
the largest shares, consistent with the technology-driven nature of the field. 
Table 1 summarizes the five thematic clusters, their core focus areas, 
representative publication venues, and coverage trends in the reviewed 
literature. The temporal distribution shows a pronounced increase in 
publications from 2020 onward, coinciding with the acceleration of 
digitalization triggered by the COVID-19 pandemic and the maturation of 
5G and edge computing technologies. 

Table 1: Taxonomy of thematic clusters and their coverage in the 
reviewed literature. 

Thematic 
Cluster Core Focus Representative 

Venues 
Coverage 
Trend 

Infrastructure 
Architecture 

Cloud-edge-end 
systems, 5G/6G, IIoT 

IEEE TII, IEEE 
COMST, JPDC 

High and 
growing 

Algorithm 
Deployment 

Model compression, 
edge inference, 
accelerators 

ACM CSUR, 
Neurocomputing, 
MIR 

High and 
growing 

Digital Twin 
Engineering 

DT platforms, 
manufacturing, smart 
cities 

JMS, Applied 
Energy, Cities 

Moderate, 
accelerating 

Security 
Frameworks 

Zero-trust, 
blockchain, federated 
learning 

IEEE TIFS, IEEE 
NETWORK, 
FGCS 

Moderate, 
accelerating 

Thematic 
Cluster Core Focus Representative 

Venues 
Coverage 
Trend 

Industrial 
Scenarios 

Manufacturing, 
energy, education, 
cities 

Sustainability, 
Sensors, Educ. 
Sci. 

Fragmented, 
case-study 
heavy 

2.4. Limitations of the Search Methodology 

Several limitations of this search methodology should be acknowledged. 
The restriction to English-language publications may exclude relevant work 
published in regional journals, particularly in Chinese, German, and 
Japanese, where significant industrial digitalization research is conducted. 
The reliance on six major databases, while comprehensive, does not capture 
grey literature, industry white papers, or pre-standardization technical 
reports that may contain valuable deployment insights. The rapid pace of 
technological change means that some very recent developments (2025–
2026) may not yet be fully represented in the peer-reviewed literature. 
These limitations are revisited in the Discussion section. 

3. Digital Infrastructure and Deployment Architecture 
The evolution of digital infrastructure architectures represents the 
foundational layer of the deployment stack. Figure 3 illustrates the three-
tier cloud-edge-end continuum that underpins modern industrial digital 
infrastructure. This section traces the progression from centralized cloud 
computing paradigms to distributed cloud-edge-end collaborative 
architectures, examines the reshaping role of 5G/6G and industrial internet 
technologies, and analyzes the challenges of heterogeneous hardware 
adaptation and cross-domain collaboration. 

Figure 3: Cloud-edge-end collaborative architecture for industrial digital 
deployment. 

3.1. Cloud-Edge-End Collaborative Architecture Evolution 

The architectural trajectory of digital infrastructure over the past decade 
reflects a clear shift from cloud-centric to edge-native paradigms. Early 
digital transformation initiatives relied predominantly on centralized cloud 
computing, where data generated at industrial endpoints was transmitted to 
remote data centers for processing and analysis. This model offered 
scalability and cost efficiency but introduced inherent latency that proved 
incompatible with time-sensitive industrial applications such as real-time 
quality control, autonomous vehicle coordination, and closed-loop process 
control. 
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Edge computing emerged as a complementary paradigm, positioning 
computational resources closer to data sources. The resulting cloud-edge-
end continuum represents a three-tier architecture: cloud nodes provide 
global data aggregation, long-term storage, and computationally intensive 
analytics; edge nodes handle latency-sensitive processing, local decision-
making, and data filtering; and end devices perform lightweight sensing, 
actuation, and preliminary signal processing. Rosendo et al. (Rosendo et 
al., 2022) conducted a systematic literature review of distributed 
intelligence across this continuum, identifying five dominant architectural 
patterns, cloud-only, edge-only, cloud-edge, edge-end, and cloud-edge-
end, and finding that the full three-tier architecture, while conceptually 
mature, remains under-deployed in production environments due to 
orchestration complexity. 
 
The latency benefits of edge-native architectures are well-documented. Xu 
et al. (Xu et al., 2021) surveyed edge intelligence systems and reported that 
edge-based inference reduces end-to-end latency by 40–60% compared to 
cloud-only baselines for vision and natural language processing workloads. 
Liu (Liu et al., 2022) confirmed these findings from a deep learning 
deployment perspective, noting that the latency reduction is most 
pronounced for models with intermediate computational complexity, where 
the cloud transmission overhead dominates and edge processing provides a 
meaningful speedup. Qiu et al. (Qiu et al., 2020) provided a comprehensive 
survey of edge computing in the Industrial Internet of Things (IIoT) 
context, identifying routing optimization, task scheduling, and data storage 
as the three critical technical challenges for edge deployment in industrial 
settings. 
 
However, the orchestration complexity introduced by the three-tier 
architecture remains a significant barrier. Coordinating model updates, data 
synchronization, and failover across heterogeneous nodes requires 
sophisticated resource management frameworks that are not yet 
standardized. The current state of the art relies on proprietary platforms 
(AWS Greengrass, Azure IoT Edge, Google Distributed Cloud Edge), each 
with its own APIs and management interfaces, creating vendor lock-in and 
limiting cross-platform interoperability. This fragmentation is a recurring 
theme across all deployment domains examined in this review. 

3.2. G/6G and Industrial Internet Reshaping Deployment 
Frameworks 

The deployment of fifth-generation (5G) wireless networks has 
fundamentally reshaped the communication substrate available for 
industrial digitalization. Three features of 5G are particularly relevant: 
Ultra-Reliable Low-Latency Communication (URLLC), which provides 
sub-millisecond latency with 99.999% reliability; enhanced Mobile 
Broadband (eMBB), which supports high-bandwidth applications such as 
real-time video analytics and augmented reality; and massive Machine-
Type Communication (mMTC), which enables dense sensor networks with 
millions of devices per square kilometer. Network slicing, a key 
architectural innovation of 5G, allows operators to partition a single 
physical network into multiple virtual networks, each optimized for a 
specific industrial use case with guaranteed quality-of-service parameters. 
 
Yang et al. (Yang et al., 2022) surveyed the integration of IIoT and sensor 
networks in 5G-and-beyond wireless communication, identifying industrial 

automation, smart grid monitoring, and connected vehicle coordination as 
the three highest-impact application domains. Moreno-Cárdenas et al. 
(Moreno-Cardenas & Guijarro, 2023) analyzed market and sharing 
alternatives for mMTC and URLLC services, finding that the economic 
viability of 5G industrial deployments depends critically on spectrum 
sharing arrangements and service-level agreement structures that are still 
evolving. 
 
The research community’s attention is now turning to sixth-generation (6G) 
technologies, which promise to integrate sensing, communication, and 
computation into a unified framework. The vision of 6G includes terahertz 
communication, holographic telepresence, and integrated artificial 
intelligence at the physical layer. However, the evidence base for 6G 
industrial deployment remains largely conceptual. While architectural 
proposals and simulation studies are abundant, field validation of 6G-
enabled industrial applications is virtually nonexistent. Qiu et al. (Qiu et al., 
2020) noted that 5G-based edge communication, load balancing, and data 
offloading remain active research challenges, suggesting that the transition 
from 5G to 6G in industrial contexts will be evolutionary rather than 
revolutionary. 

3.3. Heterogeneous Hardware Adaptation and Resource Scheduling 

Industrial environments are characterized by extreme hardware 
heterogeneity. A typical smart factory may simultaneously operate legacy 
programmable logic controllers (PLCs), ARM-based embedded systems, 
x86 industrial PCs, GPU-accelerated vision inspection stations, and FPGA-
based signal processing units. Deploying digital workloads across this 
heterogeneous landscape requires hardware-aware scheduling algorithms 
that can dynamically allocate computational tasks to the most suitable 
processing unit based on real-time availability, energy constraints, and 
performance requirements. 
 
Peng et al. (Peng et al., 2024) proposed an adaptive resource allocation 
approach for cloud-edge collaborative environments that uses gradient-
based one-side sampling to build virtual machine performance prediction 
models, combined with deep deterministic policy gradient reinforcement 
learning for fine-grained resource optimization. Their method achieved an 
average performance prediction accuracy exceeding 95%, outperforming 
baseline approaches by 9.1% in benchmark applications. Niu et al. (Niu et 
al., 2023) addressed the security dimension of heterogeneous edge 
computing through an efficient heterogeneous signcryption scheme for 
IIoT, demonstrating that security overhead can be bounded without 
sacrificing scheduling performance. Wu et al. (Wu et al., 2023) examined 
the specific challenges of point cloud-based 3D scene modeling within the 
cloud-edge-client architecture, showing that heterogeneous hardware 
introduces significant variability in rendering and processing latency that 
must be explicitly modeled in scheduling decisions. 
 
Despite these advances, the combinatorial complexity of heterogeneous 
device fleets remains an open challenge. Current scheduling algorithms 
perform well for small-to-medium device populations (10–50 nodes) but 
degrade significantly as the fleet size increases, due to the exponential 
growth of the resource allocation state space. Real-time industrial settings, 
where scheduling decisions must be made within milliseconds, compound 
this challenge. The evidence suggests that hardware-aware scheduling can 
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improve resource utilization by 30–50% in controlled settings, but 
achieving consistent performance across diverse, dynamically changing 
industrial device fleets requires further research in scalable, approximate 
optimization techniques. 

3.4. Lightweight Deployment and Cross-Domain Collaboration 

The deployment of digital services at the industrial edge increasingly relies 
on lightweight virtualization technologies. Containerization (Docker, 
containerd) and orchestration platforms (Kubernetes, K3s) have emerged 
as the dominant deployment paradigm, offering advantages in portability, 
resource efficiency, and deployment velocity compared to traditional 
virtual machines. Chen et al. (Chen et al., 2022) developed an intelligent 
programmable IoT controller for emerging industry applications, 
demonstrating that container-based deployment reduces startup latency by 
60–80% compared to VM-based approaches and enables over-the-air 
updates for geographically distributed industrial controllers. 
 
Microservices architectures further decompose monolithic applications into 
independently deployable services, each with its own lifecycle, scaling 
policy, and fault isolation boundary. This pattern aligns well with industrial 
environments where different functional modules (data acquisition, signal 
processing, anomaly detection, visualization) have distinct resource 
requirements and update frequencies. However, the proliferation of 
microservices introduces cross-domain collaboration challenges. Ma et al. 
(Ma et al., 2022) examined digital twin and big data-driven sustainable 
smart manufacturing, identifying semantic interoperability, the ability of 
different systems to interpret shared data consistently, as the primary barrier 
to cross-enterprise collaboration. Li et al. (Li et al., 2023) confirmed this 
finding in the context of synthetic aperture radar automatic target 
recognition, where heterogeneous data formats and annotation standards 
across organizations impede collaborative model development. 
 
The evidence indicates that container-based lightweight deployment 
improves cross-domain portability at the operational level (packaging, 
distribution, scaling), but semantic interoperability across heterogeneous 
industrial protocols remains a critical barrier at the data level. Standards 
such as OPC UA (Open Platform Communications Unified Architecture) 
and MQTT (Message Queuing Telemetry Transport) provide partial 
solutions, but the diversity of legacy industrial protocols (Modbus, 
PROFINET, EtherCAT, CAN bus) and the lack of universally adopted 
semantic data models mean that significant manual integration effort is still 
required for each new cross-domain deployment. Table 2 provides a 
quantitative summary of the latency, bandwidth efficiency, orchestration 
complexity, and industrial maturity of the four architectural paradigms. 
 
Table 2: Performance comparison of cloud-edge-end architectural paradigms. 

Architecture Latency 
(ms) 

Bandwidth 
Efficiency 

Orchestration 
Complexity 

Industrial 
Maturity 

Cloud-only 50–200 Low Low High 

Hybrid cloud-
edge 10–50 Medium Medium Medium 

Edge-native 1–10 High High Low-
Medium 

Cloud-edge-
end 1–50 High Very High Low 

4. Intelligent Algorithm Deployment and Iteration 
The deployment of intelligent algorithms at the industrial edge represents 
the second major layer of the digital transformation stack. This section 
examines four complementary themes: collaborative inference 

architectures for edge intelligence, hardware accelerators and embedded AI 
deployment, model compression and lightweight neural networks, and the 
emerging paradigm of deployment-driven algorithm iteration. 

4.1. Edge Intelligence and Collaborative Inference 

Edge intelligence, the convergence of edge computing and artificial 
intelligence, has emerged as a critical enabler for latency-sensitive, 
bandwidth-constrained, and privacy-sensitive industrial applications. The 
fundamental challenge is that deep neural networks (DNNs), which power 
state-of-the-art AI capabilities, are computationally intensive and memory-
hungry, making them difficult to deploy on resource-constrained edge 
devices. Collaborative inference addresses this challenge by partitioning 
DNN computation across multiple nodes, devices, edge servers, and cloud 
data centers, such that each node contributes according to its computational 
capacity. 
 
Liu (Liu et al., 2022) examined edge AI deployment from the deep learning 
perspective, identifying three deployment paradigms: on-device inference 
(full model on the edge device), partitioned inference (model split across 
device and edge), and distributed inference (model distributed across 
multiple edge devices). Gou et al. (Gou et al., 2023) contributed a 
hierarchical multi-attention transfer framework for knowledge distillation 
that specifically addresses the challenge of transferring knowledge from 
large teacher models to small student models suitable for edge deployment. 
 
A critical limitation of current collaborative inference research is the 
inadequate modeling of wireless channel dynamics. Most existing schemes 
assume stable, predictable communication conditions, but industrial 
wireless environments are characterized by interference, fading, and 
intermittent connectivity caused by moving machinery and electromagnetic 
noise. The performance degradation introduced by these real-world channel 
conditions can be substantial, with some studies reporting 30–50% 
increases in latency under realistic channel models compared to ideal 
assumptions. Addressing this gap requires joint optimization of DNN 
partitioning and wireless resource allocation, a problem that remains largely 
open. 

4.2. Deep Learning Accelerators and Embedded AI Deployment 

Rocha et al. (Rocha et al., 2024) reviewed edge AI for the Internet of 
Medical Things, a domain that shares many constraints with industrial 
deployment, real-time requirements, data privacy concerns, and 
heterogeneous hardware. Wang (Wang et al., 2022) provided an overview 
of lightweight deep learning, summarizing the major compression 
techniques, pruning, quantization, knowledge distillation, and neural 
architecture search, and their applicability to edge deployment. 
 
Despite impressive hardware advances, the embedded AI deployment 
ecosystem remains fragmented. Each accelerator vendor provides its own 
software development kit, compiler toolchain, and optimized operator 
library, with limited interoperability across platforms. This fragmentation 
forces industrial developers to commit to a specific hardware vendor early 
in the development cycle, creating the same vendor lock-in problem 
observed in the infrastructure layer. The lack of a unified programming 
interface, analogous to what CUDA provided for GPU computing, is widely 
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acknowledged as the primary barrier to widespread industrial adoption of 
embedded AI accelerators. 

4.3. Model Compression, Distillation, and Lightweight Neural 
Networks 

Model compression techniques, pruning, quantization, and knowledge 
distillation, form the software foundation for deploying neural networks on 
resource-constrained industrial terminals. The goal is to reduce model size, 
inference latency, and energy consumption while preserving accuracy 
within application-specific tolerances. 
The evidence reveals a consistent pattern: compression techniques that 
perform well in controlled benchmarks degrade under industrial conditions. 
Sensor noise, environmental variability, concept drift, and multi-task 
interference all reduce the effective compression ratio achievable for a 
given accuracy budget. The research community’s focus on benchmark 
accuracy as the primary evaluation metric, rather than robustness under 
deployment conditions, represents a systematic blind spot that this review 
identifies as a key deployment gap. 

4.4. Deployment-Driven Algorithm Iteration Closed Loop 

The traditional machine learning workflow follows a linear pipeline: data 
collection, model training, offline evaluation, and one-time deployment. 
This paradigm is fundamentally misaligned with industrial reality, where 
operating conditions evolve, data distributions shift, and models must adapt 
continuously to maintain performance. The deployment-driven algorithm 
iteration paradigm replaces this linear pipeline with a closed loop in which 
field performance data is systematically collected, analyzed, and fed back 
into model refinement. 
 
Chen et al. (Chen et al., 2023) proposed a performance-driven hybrid 
communication compression method (PHY) for distributed training, 
demonstrating that selective gradient compression based on runtime 
performance metrics can reduce communication overhead by 50–70% 
without sacrificing model convergence. While their work targets distributed 
training rather than deployment feedback, the principle of performance-
driven adaptation is directly applicable to the deployment iteration context. 
Gou et al. (Gou et al., 2023) and Li et al. (Li et al., 2022) have explored 
related concepts in knowledge distillation and immersive technology 
deployment, respectively. 
 
Despite the conceptual appeal of closed-loop iteration, the evidence base 
for its industrial deployment remains thin. Most reported implementations 
are pilot studies with limited duration (weeks to months) and narrow scope 
(single machine, single task).  
 
The absence of standardized feedback collection protocols, robust drift 
detection mechanisms, and automated model update pipelines prevents this 
paradigm from scaling beyond experimental deployments. The 
development of such protocols and mechanisms is identified as a priority 
research direction in the Discussion section. Table 3 compares the four 
major compression techniques across size reduction, accuracy impact, 
energy savings, and industrial readiness. Table 4 categorizes edge 
intelligence deployment paradigms by computation location, latency, 

privacy, and typical use cases, while Figure 4 visualizes the closed-loop 
paradigm that connects deployment feedback to model refinement. 

Figure 4: Deployment-driven algorithm iteration closed loop. 

 

Table 3: Performance comparison of model compression techniques for 
edge deployment. 

Technique 
Size 
Reducti
on 

Accurac
y 
Impact 

Energy 
Savings 

Industrial 
Readiness 

INT8 Quantization 4× 1% 3–4× High 

Structured Pruning 4–8× 1–3% 2–5× Medium 

Knowledge 
Distillation 

2–5× 0–2% 2–4× Medium 

Neural Architecture 
Search 

3–10× 0–1% 3–8× Low 

Table 4: Classification of edge intelligence deployment paradigms. 

Paradigm 
Computation 
Location 

Latency Privacy 
Typical Use 
Case 

Cloud-only 
inference 

Cloud data center High Low 
Batch 
analytics 

On-device 
inference 

Edge device Very Low High 
Sensor 
anomaly 
detection 

Partitioned 
inference 

Device + Edge 
server 

Low-
Medium 

Medium-
High 

Video 
analytics 

Distributed 
inference 

Multiple edge 
devices 

Low High 
Collaborativ
e sensing 

5. Digital Twin Engineering Applications 
 
Digital twin (DT) technology has progressed from a conceptual vision to an 
increasingly deployed engineering capability. This section examines the 
evolution of digital twins from static virtual replicas to dynamic 
synchronization systems, evaluates deployment cases in manufacturing, 
smart cities, and smart energy, and analyzes the persistent tension between 
real-time performance, model fidelity, and cross-system interoperability. 
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5.1. From Concept to Engineering: The Evolution of Digital Twins 

The digital twin concept, originally conceptualized as a virtual 
representation of a physical product (Arora & Tushir, 2021), has evolved 
through three distinct generations. The first generation, static mirroring, 
involved creating digital models of physical assets for design verification 
and documentation. The second generation, dynamic synchronization, 
introduced real-time data links between physical assets and their digital 
counterparts, enabling condition monitoring and what-if simulation. The 
third generation, predictive autonomy, integrates AI/ML capabilities to 
enable autonomous decision-making based on digital twin predictions, 
closing the loop between virtual analysis and physical actuation. 
 
The maturation of enabling technologies, IoT sensing, cloud computing, 
high-fidelity simulation, and AI/ML, has driven this evolution, but each 
generational transition has demanded exponentially greater data fidelity, 
computational resources, and integration complexity. Adj et al. (Ladj et al., 
2021) developed a knowledge-based Digital Shadow for the machining 
industry within a digital twin perspective, demonstrating that even partial 
digital twin implementations (Digital Shadows, which provide one-way 
data synchronization from physical to digital) can deliver measurable value 
in manufacturing contexts. Ma et al. (Ma et al., 2022) extended this work 
to energy-intensive industries, showing that digital twin and big data 
integration can improve energy efficiency by 10–15% through predictive 
optimization of production schedules. 
 
The emerging standards landscape, ISO 23247 (Digital Twin Framework 
for Manufacturing) and IEC 62832 (Digital Factory Framework), provides 
a foundation for interoperability, but adoption remains nascent. Schmetz et 
al. (Schmetz & Kampker, 2024) examined the role of data scientists in 
production environments, finding that the gap between available DT 
platforms and the analytical skills required to configure and interpret them 
is a significant barrier to deployment scalability. 

5.2. Manufacturing Digital Twin Factory Cases 

Manufacturing has been the primary proving ground for digital twin 
technology. Component-level digital twins for predictive maintenance 
represent the most mature and widely deployed application. These systems 
monitor vibration, temperature, and acoustic signatures of individual 
machines (CNC spindles, robotic arms, conveyor motors) and predict 
remaining useful life, enabling condition-based rather than calendar-based 
maintenance scheduling. Adj et al. (Ladj et al., 2021) reported that 
component-level digital twins for machining operations can reduce 
unplanned downtime by 25–40% and extend tool life by 15–20%, 
delivering measurable return on investment within 12–18 months. 
 
Full-factory digital twin deployments, in contrast, remain rare and cost-
prohibitive. The integration complexity scales combinatorially with the 
number of modeled assets, and the computational resources required for 
real-time synchronization of an entire factory floor exceed the budgets of 
most manufacturing enterprises. Schmetz et al. (Schmetz & Kampker, 
2024) and Domínguez-Monferrer et al. (Domínguez-Monferrer et al., 2024) 
have documented the practical challenges of scaling digital twins from 
component-level to factory-level, including data quality heterogeneity, 
legacy machine integration, and the organizational resistance to data 
sharing across departmental boundaries. 
 

The evidence suggests a pragmatic deployment strategy: start with 
component-level digital twins for high-value, failure-critical assets, 
demonstrate measurable ROI, and expand incrementally. This strategy 
aligns with the DEPLOY framework’s Deployment Maturity dimension, 
where component-level twins score higher on both Engineering Feasibility 
and Ecosystem Readiness than their full-factory counterparts. 

5.3. Smart City and Smart Energy Twin Deployments 

Beyond manufacturing, digital twins are being deployed in smart city and 
smart energy contexts, where the scale, heterogeneity, and multi-
stakeholder governance pose unique challenges. White et al. (White et al., 
2021) developed a digital twin smart city for citizen feedback, 
demonstrating that urban digital twins can serve as platforms for 
participatory governance by visualizing proposed infrastructure changes 
and collecting structured citizen input. Zhang et al. (Zhang et al., 2024) 
applied lightweight neural networks to photovoltaic cell defect detection, 
illustrating the convergence of digital twin concepts with edge AI 
deployment in energy infrastructure monitoring. Deng et al. (Deng et al., 
2023) proposed a secure federated learning model combining blockchain 
and lightweight cryptographic solutions, addressing the data privacy 
dimension of collaborative urban digital twin development. 
 
City-scale digital twins face a fundamental data-governance challenge: the 
high-fidelity synchronization required for operational twins conflicts with 
the fragmented data ownership and privacy constraints inherent in multi-
stakeholder urban environments. Energy grid operators, transportation 
authorities, water utilities, and telecommunications providers each control 
critical data streams, but legal, commercial, and privacy considerations 
prevent unrestricted data sharing. The resulting digital twins are necessarily 
partial, reflecting the data available to the operating entity rather than a 
comprehensive representation of the urban system. 
 
In the energy domain, Florenciadelosangeles et al. (de los Angeles Renteria 
del Toro et al., 2024) examined digitalization as an aggregate performance 
driver in the nuclear industry’s energy transition, while Visconti et al. 
(Visconti et al., 2024) reviewed machine learning and IoT-based solutions 
for smart manufacturing. Firouzi et al. (Firouzi & Rahmani, 2024) 
addressed delay-sensitive resource allocation for IoT systems in 5G O-
RAN networks, a technical challenge that directly impacts the real-time 
synchronization capabilities of energy digital twins. The evidence indicates 
that digital technologies enable 15–30% improvement in renewable energy 
integration efficiency, but the absence of interoperable carbon data 
standards across jurisdictions creates a regulatory barrier that technology 
alone cannot resolve. 

5.4. Real-Time Performance, Fidelity, and Interoperability 
Challenges 

The evidence converges on a clear conclusion: no current digital twin 
platform simultaneously satisfies real-time responsiveness (sub-100 ms 
synchronization latency), high-fidelity modeling (greater than 95% 
prediction accuracy), and cross-vendor interoperability. Deployments must 
prioritize two of these three dimensions based on use-case requirements. 
Adaptive fidelity techniques, where model resolution is dynamically 
adjusted based on the criticality of the current operational state, and 
hierarchical synchronization architectures, where different subsystems 
update at different rates, represent promising partial solutions, but neither 
has been validated at industrial scale. Table 5 classifies digital twin 
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deployment maturity across manufacturing, smart city, and smart energy 
domains, identifying the primary barrier in each context. 

Table 5: Classification of digital twin deployment maturity across domains. 

Domain 
Deployment 
Scale 

Fidelity 
Level 

Real-Time 
Capability 

Primary 
Barrier 

Manufacturing 
(component) 

Single machine High Yes (100 ms) 
Legacy 
integration 

Manufacturing 
(factory) 

Production line Medium Partial 
Cost and 
complexity 

Smart City District/City 
Low-
Medium 

No 
Data 
governance 

Smart Energy Grid segment Medium Partial 
Regulatory 

fragmentati
on 

6. Network Security and Trusted Deployment 
The security of industrial digital infrastructure is a prerequisite for 
deployment at scale. This section maps the industrial internet security threat 
landscape and examines three complementary trusted-deployment 
paradigms: zero-trust architecture, blockchain-based trusted data 
circulation, and privacy-preserving computation via federated learning. 

6.1. Industrial Internet Security Threat Landscape 

The convergence of operational technology (OT) and information 
technology (IT) in industrial environments has fundamentally expanded the 
attack surface. Industrial control systems, which were historically isolated 
from external networks, are now connected to enterprise IT systems, cloud 
services, and remote access points for operational efficiency. Xie et al. (Xie 
et al., 2024) analyzed the security implications of this convergence, finding 
that legacy OT protocols, Modbus, DNP3, PROFINET, were designed 
without authentication or encryption, making them inherently vulnerable to 
replay attacks, command injection, and man-in-the-middle interception. 
Zhang et al. (Zhang et al., 2025) extended this analysis to 5G industrial 
internet collaboration systems, identifying network slicing isolation failures 
and edge node compromise as emerging threat vectors unique to 5G-
enabled industrial deployments. Lv et al. (Lv et al., 2025) examined 
asynchronous federated learning-based zero-trust architecture for next-
generation industrial control systems, framing the security challenge as one 
of continuous verification rather than perimeter defense. 

6.2. Zero-Trust Architecture and Lightweight Authentication 

Zero-trust architecture (ZTA) represents a paradigm shift from perimeter-
based security, where everything inside the network is trusted, to identity-
based security, where no entity is trusted by default and every access 
request is continuously verified. Zhu et al. (Zhu et al., 2024) proposed a 
zero-trust framework for consumer IoT integrating robust federated 
learning with a main-side blockchain architecture, demonstrating that zero-
trust principles can be operationalized in resource-constrained 
environments through lightweight cryptographic protocols and distributed 
trust evaluation. Lv et al. (Lv et al., 2025) developed an asynchronous 
federated learning-based zero-trust architecture specifically for industrial 

control systems, addressing the unique challenge of real-time 
authentication in deterministic industrial communication environments. 
 
Zhang et al. (Zhang et al., 2025) proposed a zero-trust framework for 5G 
industrial internet collaboration, identifying continuous authentication, 
micro-segmentation, and least-privilege access as the three core operational 
principles. Their analysis showed that zero-trust architectures can reduce 
lateral movement attack risk by over 80% in simulated industrial 
environments. However, the continuous authentication overhead, requiring 
cryptographic operations for every access request, exceeds the 
computational budget of Class-0 and Class-1 constrained IoT devices, 
which are characterized by very limited processing power and memory. 
 
Lightweight authentication protocols designed specifically for resource-
constrained IIoT devices represent an active research area. The challenge is 
to balance security strength (resistance to known attacks, forward secrecy, 
key management) with deployment overhead (computational latency, 
memory footprint, energy consumption). Current solutions achieve 
acceptable trade-offs for Class-2 devices and above, but Class-0 and Class-
1 devices remain underserved, creating a security gap at the most 
constrained edge of the industrial IoT. 

6.3. Blockchain for Trusted Data Circulation 

Blockchain technology offers a decentralized mechanism for establishing 
trust in multi-party industrial data ecosystems. Its key properties, 
immutability, transparency, and distributed consensus, make it suitable for 
applications requiring verifiable data provenance, audit trails, and tamper-
proof transaction records. Wu et al. (Wu et al., 2020) proposed a 
blockchain-powered trusted collaborative services framework for edge-
centric networks, demonstrating that blockchain can enable secure 
computation offloading and resource sharing across mutually distrusting 
industrial entities. Nguyen et al. (Nguyen et al., 2021) extended this work 
with deep reinforcement learning for secure computation offloading in 
blockchain-based IoT networks, showing that intelligent offloading 
decisions can mitigate the throughput limitations of blockchain consensus. 
 
Consortium (permissioned) blockchain architectures, where a known set of 
authorized participants validate transactions, provide a pragmatic middle 
ground between the full decentralization of public blockchains and the 
centralized trust model of traditional databases. They offer higher 
throughput and lower latency than public blockchains while maintaining 
the auditability and immutability guarantees that are valuable in industrial 
contexts. However, transaction throughput, typically below 1,000 
transactions per second even for optimized consortium chains, remains 
insufficient for high-frequency industrial data streams, such as vibration 
sensor data at kilohertz sampling rates or real-time quality inspection image 
streams. 
 
The energy consumption of blockchain consensus mechanisms, particularly 
proof-of-work, has been a persistent criticism. More efficient consensus 
protocols, proof-of-stake, practical Byzantine fault tolerance, and their 
variants, have substantially reduced the energy footprint, but the 
computational overhead of cryptographic operations remains non-trivial for 
resource-constrained edge devices. Fawole et al. (Fawole & Rawat, 2024) 
have surveyed recent advances in 3D object detection for self-driving 
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vehicles, a domain that shares with industrial blockchain the challenge of 
balancing computational intensity with real-time constraints. 

6.4. Privacy Computing and Federated Learning Deployment 

Federated learning (FL) addresses the data privacy dimension of industrial 
digitalization by enabling collaborative model training without raw data 
sharing. In the FL paradigm, models are trained locally on each 
participant’s data, and only model updates (gradients or weights) are shared 
with a central aggregation server. This approach is particularly valuable in 
industrial contexts where data sharing is constrained by intellectual 
property concerns, regulatory requirements, or competitive dynamics. 
 
Jiang et al. (Jiang et al., 2021) proposed a privacy-preserving federated 
learning framework for industrial edge computing using hybrid differential 
privacy and adaptive compression, demonstrating that formal privacy 
guarantees can be achieved with acceptable communication overhead. 
Khan et al. (Khan et al., 2022) developed a federated split learning model 
for Industry 5.0 with data poisoning defense, addressing the vulnerability 
of FL to malicious participants who inject corrupted training data to 
degrade the global model. Li et al. (Li et al., 2023) proposed a ubiquitous 
intelligent federated learning privacy-preserving scheme under edge 
computing, and Liu et al. (Liu et al., 2021) examined the fundamental 
tension between data locality and model quality in federated settings. 

Table 6: Performance comparison of trusted deployment paradigms. 

Paradigm Security 
Property 

Computa
tional 
Overhead 

Latency 
Impact 

Deploy
ment 
Maturit
y 

Zero-Trust 
Architecture 

Authentication, 
Access Control 

Medium 
Low-
Medium 

Medium 

Consortium 
Blockchain 

Data Integrity, 
Provenance 

High 
Medium-
High 

Low-
Medium 

Federated 
Learning 

Data Privacy 
Medium-
High 

Low 
(training 
offline) 

Low 

7. Industrial Digital Transformation Scenarios 
This section examines four major industrial digital transformation 
scenarios, smart manufacturing, smart cities, smart energy, and digital 
education, through a consistent analytical lens. Each scenario is evaluated 
using the DEPLOY framework, and cross-scenario patterns are identified 
to inform the synthesis in the Discussion section. 

7.1. Smart Manufacturing: From Point Automation to Full-Chain 
Digitalization 

Smart manufacturing represents the most mature industrial digital 
transformation scenario, reflecting decades of investment in automation, 
process control, and enterprise information systems. The evolution from 
single-point automation (individual CNC machines, robotic work cells) to 
full-chain digitalization (integrated design-to-delivery digital threads) is the 
defining trajectory of this domain. 
 
Wang et al. (Wang et al., 2022) provided empirical evidence from Chinese 
manufacturing enterprises, showing that digital transformation significantly 
enhances firm performance through two channels: low-cost empowerment 

(reducing operational expenses through automation and predictive 
maintenance) and innovation empowerment (enabling data-driven product 
development and customization). Schmetz et al. (Schmetz & Kampker, 
2024) examined the main tasks of data scientists in production 
environments, revealing that data preparation and cleaning consume 60–
80% of data science effort in manufacturing settings, a finding that 
underscores the gap between the idealized data pipelines assumed in 
algorithm research and the messy reality of industrial data. Domínguez-
Monferrer et al. (Domínguez-Monferrer et al., 2024) applied machine 
learning algorithms to tool wear monitoring in automatic drilling operations 
for the aircraft industry, demonstrating that even well-established ML 
techniques require substantial domain-specific adaptation before they 
deliver value in production. 

7.2. Smart Cities: Urban Digital Infrastructure Coordination 

Smart city initiatives deploy digital technologies to improve urban service 
delivery, infrastructure management, and citizen quality of life. The scale, 
heterogeneity, and multi-stakeholder governance of cities make this 
scenario uniquely challenging from a deployment perspective. 
 
White et al. (White et al., 2021) developed a digital twin smart city for 
citizen feedback, demonstrating an alternative model where digital twins 
serve as communication platforms between citizens and urban planners 
rather than purely operational optimization tools. Zhang et al. (Zhang et al., 
2024) contributed lightweight network techniques for infrastructure 
monitoring, and Lee et al. (Lee et al., 2024) addressed multi-source point 
cloud registration for urban areas, a technical capability that underpins 3D 
city modeling and digital twin construction. 
 
City-scale digital platforms have demonstrated 10–20% operational 
efficiency improvements in pilot zones, typically a single district or a 
specific infrastructure domain such as traffic management or water 
distribution. However, the governance fragmentation across municipal 
departments, each with its own IT systems, data standards, and procurement 
processes, prevents city-wide deployment. The digital divide in public 
service access is a related concern: wealthier districts with newer 
infrastructure and higher digital literacy benefit disproportionately from 
smart city investments, potentially exacerbating rather than reducing urban 
inequality. 

7.3. Smart Energy: Energy Internet and Carbon Data Governance 

The energy sector’s digital transformation is driven by the dual imperatives 
of decarbonization and grid modernization. The integration of intermittent 
renewable energy sources (solar, wind) requires sophisticated forecasting, 
real-time balancing, and demand response capabilities that are 
fundamentally digital in nature. 
 
Florenciadelosangeles et al. (de los Angeles Renteria del Toro et al., 2024) 
examined digitalization as an aggregate performance driver in the nuclear 
industry’s energy transition, highlighting the role of digital twins in 
optimizing maintenance schedules and extending asset life. Visconti et al. 
(Visconti et al., 2024) reviewed machine learning and IoT-based solutions 
for smart manufacturing, with applications extending to energy monitoring 
and optimization. Firouzi et al. (Firouzi & Rahmani, 2024) addressed delay-
sensitive resource allocation for IoT systems in 5G O-RAN networks, a 
technical enabler for real-time grid balancing in smart energy deployments. 
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Energy internet architectures, which apply internet design principles 
(packetization, routing, decentralized control) to energy distribution, 
represent a paradigm shift from the centralized, hierarchical grid model. 
Blockchain-based carbon credit tracking and peer-to-peer energy trading 
platforms are emerging as mechanisms for incentivizing renewable energy 
adoption and enabling transparent carbon accounting. However, the 
absence of interoperable carbon data standards across jurisdictions creates 
a regulatory fragmentation that technology alone cannot resolve. The 
evidence suggests that digital technologies enable 15–30% improvement in 
renewable energy integration efficiency, but the full potential of the energy 
internet remains constrained by policy and regulatory rather than technical 
barriers. 

7.4. Digital Education: Education Digitalization and Terminal 
Deployment 

Digital education represents the human-capability dimension of the digital 
transformation landscape. Unlike manufacturing, cities, and energy, where 
the primary transformation targets are physical systems, education targets 
human learning, making the deployment metrics fundamentally different. 
 
Mhlanga (Mhlanga et al., 2022) examined the digital transformation lessons 
from COVID-19 for South African higher education institutions, 
identifying ten critical lessons that underscore the persistent digital divide: 
infrastructure gaps, bandwidth limitations, device affordability, and teacher 
digital literacy remain significant barriers, particularly in developing-
country contexts. Yan et al. (Yan & Li, 2023) conducted a heterogeneity 
study on the effect of digital education technology on the sustainability of 
cognitive ability for middle school students, finding that the effectiveness 
of digital education tools varies significantly across student populations, 
with effect sizes ranging from small (d = 0.1) to moderate (d = 0.5). Mukul 
and Büyüközkan(Mukul & Büyüközkan, 2023) provided a systematic 
review of Education 4.0, mapping the technological landscape from 
learning management systems to AI-powered adaptive learning platforms. 
Lempinen (Lempinen et al., 2024) critically examined the discourse of 
digital transformation in Finnish public education, cautioning against 
uncritical technology adoption driven by commercial rather than 
pedagogical imperatives. 
 
The evidence for sustained learning-outcome improvements from digital 
education technologies in non-crisis settings remains inconclusive. The 
COVID-19 pandemic demonstrated the emergency utility of digital 
education, enabling continuity of learning when physical classrooms were 
unavailable, but the evidence for long-term pedagogical benefits in normal 
operating conditions is mixed. The sustainability of digital education 
outcomes beyond the emergency pivot, and the persistent digital divide in 
underserved regions, represent the primary challenges for this scenario. 

8. Discussion: Deployment Gaps and Future Directions 
This section synthesizes the deployment gaps identified across the 
preceding sections, introduces the Scenario-Driven Innovation (SDI) 
conceptual framework, proposes five concrete future research directions, 
and acknowledges the limitations of this review. 

8.1. Three-Level Deployment Gap Synthesis 

The evidence assembled in this review reveals that the deployment gap in 
digital transformation operates at three interdependent levels, each of which 
must be addressed for the full chain from digital theory to industrial 
innovation to function effectively. 
 
At the technical level, the primary gaps are algorithm-hardware 
misalignment (models optimized for GPU benchmarks rather than 
heterogeneous industrial hardware), latency-fidelity trade-offs (particularly 
acute in digital twin synchronization), and model drift under real-world 
conditions (where sensor noise, environmental variability, and concept drift 
degrade performance relative to laboratory benchmarks). These gaps are 
well-recognized by the research community and are the subject of active 
investigation, as documented in Sections 3 through 5. 
 
At the systemic level, the gaps are more structural and less amenable to 
purely technical solutions. Cross-vendor interoperability failures, where 
each cloud provider, edge platform, and accelerator vendor maintains its 
own proprietary interfaces, fragment the deployment ecosystem and create 
vendor lock-in. Standards fragmentation compounds this problem: 
competing standards (OPC UA vs. MQTT vs. DDS for industrial 
communication; ONNX vs. TensorRT vs. OpenVINO for model 
deployment) force industrial adopters to make early, high-stakes 
technology bets. Protocol heterogeneity across OT and IT systems creates 
integration complexity that consumes disproportionate engineering 
resources. 
 
At the ecosystem level, the gaps are organizational and institutional. 
Organizational readiness, the capacity of firms to absorb digital 
technologies, retrain their workforce, and restructure their processes, varies 
enormously across sectors and firm sizes. The workforce skills gap, 
particularly in data science, cybersecurity, and OT/IT integration, is a 
binding constraint on deployment velocity. Incentive misalignment across 
the value chain, where the entity that invests in digital infrastructure is not 
always the entity that captures the value, creates underinvestment. 
Regulatory fragmentation across jurisdictions (data localization 
requirements, sector-specific security regulations, inconsistent carbon 
accounting standards) increases compliance costs and reduces the 
scalability of digital solutions. 
 
The critical insight from this three-level synthesis is that the most binding 
constraints are not at the technical level but at the systemic and ecosystem 
levels. Verhoef et al. (Verhoef et al., 2021) identified the need for new 
organizational structures and performance metrics; Warner and 
Wäger(Warner & Wäger, 2019) identified agility as the core dynamic 
capability for digital transformation; and Nain et al. (Nain et al., 2022) 
surveyed the past, present, and future of edge computing in intelligent 
manufacturing, documenting the gap between technical capability and 
industrial adoption. The evidence from this review confirms and extends 
these findings: purely technical solutions, however sophisticated, cannot 
address systemic interoperability failures or ecosystem-level incentive 
misalignment. 
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8.2. The SDI Conceptual Framework: Scenario-Driven Innovation 

To address the identified deployment gaps, we propose the Scenario-Driven 
Innovation (SDI) conceptual framework. The SDI framework formalizes 
the closed-loop relationship between deployment scenarios and theoretical 
innovation, positing that industrial deployment scenarios generate three 
types of feedback that, when systematically captured and analyzed, drive 
theoretical refinement of algorithms, architectures, and deployment 
strategies. 
 
The three feedback types are: (1) performance constraints, the quantitative 
boundaries (latency, throughput, energy, memory) that real-world 
deployments impose on algorithms and reveal the inadequacy of 
benchmark-centric evaluation; (2) environmental variability, the 
distributional characteristics of real-world data (noise, drift, heterogeneity, 
non-stationarity) that expose the brittleness of models trained on curated 
datasets; and (3) user behavioral data, the patterns of human interaction 
with deployed systems (usage patterns, override behaviors, adoption 
barriers) that reveal the gap between technical capability and operational 
utility. 
The SDI framework is not merely a theoretical construct; it has practical 
implications for how research is conducted and evaluated in the digital 
transformation domain. It suggests that publication venues should value 
deployment validation and negative results, cases where algorithms failed 
under real-world conditions, as highly as benchmark improvements. It 
implies that research funding should support longitudinal deployment 
studies rather than only point-in-time algorithmic benchmarks. It calls for 
the development of shared deployment testbeds, analogous to the 
standardized benchmarks that have driven progress in machine learning, 
where algorithms can be evaluated under realistic industrial conditions. 

8.3. Future Research Directions 

Based on the deployment gaps and the SDI framework, we propose five 
concrete research directions: 
1. Unified cross-vendor edge orchestration protocols with formal 
interoperability guarantees. The current fragmentation of edge platforms 
(AWS, Azure, Google, and proprietary industrial platforms) represents the 
single most impactful barrier to deployment scalability. Research should 
focus on developing open, formally specified orchestration protocols that 
enable heterogeneous edge nodes to interoperate without vendor-specific 
adapters, analogous to how TCP/IP enabled heterogeneous networks to 
interoperate. 
2. Deployment-aware model compression that optimizes for real-world 
industrial noise and drift, not just benchmark accuracy. Current 
compression techniques are evaluated on clean, curated datasets. Research 
should develop compression methods that explicitly model industrial noise 
profiles, sensor drift characteristics, and multi-task interference, and that 
provide formal robustness guarantees under these conditions. 
3. Lightweight zero-trust authentication protocols for Class-0/1 constrained 
IIoT devices. The continuous authentication overhead of zero-trust 
architectures exceeds the computational budget of the most constrained IoT 
devices. Research should develop cryptographic protocols that provide 
meaningful security guarantees within the energy and memory budgets of 
Class-0 and Class-1 devices, potentially leveraging physical unclonable 
functions and lightweight symmetric cryptography. 
4. Standardized digital twin fidelity metrics and adaptive synchronization 
mechanisms. The absence of standardized fidelity metrics makes it 
impossible to compare digital twin platforms or to specify fidelity 

requirements in procurement contracts. Research should develop 
quantitative fidelity metrics that span the relevant dimensions (geometric, 
physical, behavioral, temporal) and adaptive synchronization mechanisms 
that dynamically adjust fidelity based on operational criticality. 
5. Cross-sector digital transformation maturity assessment frameworks that 
incorporate organizational and ecosystem readiness indicators. Existing 
maturity models focus primarily on technology adoption. Research should 
develop holistic frameworks that assess Deployment Maturity, Engineering 
Feasibility, Ecosystem Readiness, and Scenario Adaptability, the four 
dimensions of the DEPLOY framework, and that provide actionable 
guidance for organizations at different stages of digital transformation. 
The highest-impact direction among these five is unified cross-vendor edge 
orchestration, as it directly targets the systemic interoperability barrier that 
currently fragments the entire digital deployment ecosystem. Progress on 
this direction would unlock value across all other research directions by 
enabling the heterogeneous, multi-vendor deployments that industrial 
digitalization requires. 

8.4. Limitations of This Review 

Several limitations of this review should be acknowledged. First, the 
literature search was restricted to English-language publications and six 
major databases, potentially missing relevant work published in other 
languages, particularly Chinese, German, and Japanese, where significant 
industrial digitalization research is conducted. Second, the rapid pace of 
technological change means that some very recent developments (2025–
2026) may not yet be fully represented in the peer-reviewed literature. 
Third, the review’s deployment-centric focus necessarily underrepresents 
purely theoretical contributions to algorithm design, optimization, and 
formal methods that may have long-term relevance. Fourth, the industrial 
scenario analysis is based on published case studies, which may over-
represent successful deployments; the file-drawer problem is a recognized 
limitation of review-based evidence synthesis. Fifth, the SDI framework 
proposed in this review has not been empirically validated through primary 
data collection or deployment experiments; its utility remains to be 
demonstrated. 
 
Conclusion 
 
This review set out to examine the full chain from digital theory through 
engineering deployment to industrial innovation, guided by three research 
questions. The evidence assembled across five thematic clusters, digital 
infrastructure architecture, intelligent algorithm deployment, digital twin 
engineering, network security and trusted deployment, and industrial 
transformation scenarios, supports the following conclusions. 
 
In response to RQ1 (deployment bottlenecks), we find that the primary 
bottlenecks are threefold: at the technical level, algorithm-hardware 
misalignment and the accuracy-efficiency trade-off under real-world 
conditions; at the systemic level, cross-vendor interoperability failures and 
standards fragmentation that create vendor lock-in and integration 
complexity; and at the ecosystem level, organizational readiness gaps, 
workforce skills shortages, and incentive misalignment across the value 
chain. The critical insight is that the systemic and ecosystem bottlenecks 
are more binding than the technical ones; purely technical solutions cannot 
address interoperability failures or incentive misalignment. 
 
In response to RQ2 (mainstream solutions), we identify edge-cloud 
collaborative architectures, model compression and collaborative inference 
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techniques, and layered security frameworks (zero-trust, blockchain, 
federated learning) as the most mature deployment patterns. Each of these 
solutions has demonstrated measurable value in controlled or pilot 
deployments, but none has achieved the cross-vendor interoperability, 
deployment scalability, and robustness under real-world conditions that 
industrial-scale digitalization requires. 
 
In response to RQ3 (closed-loop formation), we propose the Scenario-
Driven Innovation (SDI) conceptual framework as a mechanism for 
formalizing the deployment-feedback-innovation loop. The SDI framework 
posits that deployment scenarios generate performance constraints, 
environmental variability data, and user behavioral data that, when 
systematically captured and analyzed, drive theoretical refinement. This 
framework extends existing dynamic capabilities models by adding a 
deployment-feedback dimension and provides a structured approach to 
closing the gap between algorithmic innovation and industrial reality. 
 
The DEPLOY framework, with its four dimensions of Deployment 
Maturity, Engineering Feasibility, Ecosystem Readiness, and Scenario 
Adaptability, has served as a consistent evaluation baseline across all 
thematic clusters. Its application reveals that technologies scoring high on 
Deployment Maturity (cloud computing, on-device inference) often score 
lower on Scenario Adaptability, while technologies with high potential 
(digital twins, federated learning) score lower on Ecosystem Readiness. 
This pattern suggests that the path to industrial-scale digital transformation 
is not a single technology breakthrough but a coordinated advancement 
across all four dimensions. 
 
The central argument of this review is that bridging the deployment gap 
requires a paradigm shift from algorithm-centric to deployment-centric 
innovation. The future of digital transformation research lies not in 
pursuing incremental algorithmic improvements on benchmark datasets but 
in building deployment-driven feedback mechanisms that continuously 
align theoretical innovation with industrial reality. The five research 
directions proposed in the Discussion section provide a concrete agenda for 
this paradigm shift, with unified cross-vendor edge orchestration identified 
as the highest-impact priority. 
 
The global digital deployment landscape is at an inflection point. The 
technical building blocks, cloud computing, edge intelligence, digital twins, 
zero-trust security, federated learning, are individually mature enough for 
pilot deployment. The challenge now is to integrate these building blocks 
into coherent, interoperable, and adaptable deployment architectures that 
can scale across sectors, geographies, and organizational boundaries. 
Meeting this challenge will require not only continued technical innovation 
but also new forms of cross-sector collaboration, standards development, 
and workforce capability building. The SDI framework offers one pathway 
toward this integration, but its ultimate validation will come from 
deployment experience, not from theoretical argument alone. 
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